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proftpd 0 000 FTPover SSLO O OO OODOO

Explicit
O000USEROOODO0OO0OO00DO0OO000O00D0000D0O000 AUTH SSL/AUTHTLS
000000000000 0000000D00O000 ssL/TLsooooooooooon
SSL/TLSO 0000000000000 000000N0oo0oooo0oooooooooon
000000000000 0oo00o0ooooooooooDoooooon

Implicit
000000000000 ssLUTLSO00000ooooooossL/TLsooooooonn
00000000000 ooooooooooooooooooooooooooooonn
ooooooo

000000

http://www.proftpd.org/

000000

./configure --with-modules=mod_tls
make
make install

CygwinO O OO

./configure --with-modules=mod_tls --disable-ipv6

OO00O0Oipv6000000O0OO0OOO0ODDOO

goboobogonboog
goboobooobobooobooobobooood

/usr/local/etc/proftpd.conf
/usr/local/sbin/proftpd

m [0

{usr/local/etc/proftpd.conf
CentOSO O O

User nobody
Group nobody
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CygwinO O[O

User SYSTEM
Group Administrators

CygwinO OO OOOODOoOoOOOO0ODOOoOoDOOOOOooDbDOOobObOOooDOo

m 00000

CentOSO OO
gobooboboobooooo

cp contrib/dist/rpm/proftpd.init.d /etc/init.d/proftpd
chmod +x /etc/init.d/proftpd

gobodbooooboodabod

vi /etc/init.d/proftpd

CygwinO OO

cygrunsrv -1 proftpd -d "CYGWIN proftpd" ¥

-p /usr/local/sbin/proftpd -e CYGWIN="ntsec nosmbntsec" ¥
-a "--nodaemon" --termsig TERM --shutdown ¥

-1 /var/log/proftpd/cygrunsrv_out.log ¥

-2 /var/log/proftpd/cygrunsrv_err.log

goboobooobobogrTPODOODOODnO
FrPOO0O0O0O0O0oOOo0oOoonooboooboooobobon

m SSLOOO
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SsSLOO00bDoooogo cAODnbuoobnogbbreotd D00 nooobDOoonOO

# openssl genrsa -rand /var/log/maillog -out ca.key 1024
161380 semi-random bytes loaded

Generating RSA private key, 1024 bit long modulus

______ ++++++

A
e is 65537 (0x10001)

O00OcakeyOD CAOODOODOODOODOCSRUDDODbDODODODODODODODODOD

goboobooobbooooboooboon

# openssl req -new -key ca.key -out ca.csr

googd

Country Name (2 letter code) [GB]:JPO — 20000 0O JPO

State or Province Name (full name) [Berkshire]:Tokyod 0000
Locality Name (eg, city) [Newbury]:Chiyodal OO 00O

Organization Name (eg, company) [My Company Ltd]:Example Corp.0 0O OO
Organizational Unit Name (eg, section) []:Example Dept.00 O 00O
Common Name (eg, your name or your server®s hostname) []:Noriyuki
KitauraD 0000000000 OOO

Email Address []:kitaura@example.co.jpl] 0000000

Please enter the following "extra® attributes
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to be sent with your certificate request
A challenge password []:0 —«OEnterd 00O
An optional company name []:0 ~OEnterd0 O 0O

oooOOocAdOOOO0O0OO0OO0O0DOOO0bOO00DOO0DO00OO0 0O dysO O D OODOOOO
ooboooooouoboobbooboobbo0m-days3e500 000 100000000D00O
goognd

# openssl x509 -req -in ca.csr -signkey ca.key -out ca.crt
Signature ok
subject=/C=JP/ST=Tokyo/L=Chiyoda/O=Example Corp./0U=Example Dept./CN=Noriyuki
Kitaura/emai lAddress=kitaura@example.co.jp
Getting Private key

gobodboooboobbooboobboobuoobbooboobbooboo

# openssl genrsa -rand /var/log/maillog -out server.key 1024
5974 semi-random bytes loaded

Generating RSA private key, 1024 bit long modulus

HHHHHE

4

e is 65537 (0x10001)

oboobobobobobobobo csRogoobpocAbDooo ecsRonoomoobooo
gbobobobOdOCommonNameO D OO OOODOOODODOODO

# openssl req -new -key server.key -out server.csr

oooo

Country Name (2 letter code) [GB]:JP

State or Province Name (full name) [Berkshire]:Tokyo

Locality Name (eg, city) [Newbury]:Chiyoda

Organization Name (eg, company) [My Company Ltd]:Example Corp.

Organizational Unit Name (eg, section) []:Example Dept.

Common Name (eg, your name or your server®s hostname) []:www.example.jp0 0000
Email Address []:webmaster@example.jp

Please enter the following "extra® attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

gobooboooboobooobooboboobooooboobooobooboobo
gobooooonboog

# echo 01 > ca.srl

0000000000 0DOoO0OCO00DO0O0Dm-days36500 00 10000000 0O0DO
goood

# openssl x509 -req -days 365 -CA ca.crt -CAkey ca.key -in server.csr -out server.crt
Signature ok
subject=/C=JP/ST=Tokyo/L=Chiyoda/0O=Example Corp./0U=Example
Dept./CN=example.jp/emailAddress=webmaster@example.jp
Getting CA Private Key

servercrt 0 severkey O D OO0 OOOOOOOO

# cp server.crt /usr/local/etc/



# cp server.key /usr/local/etc/

{usr/local/etc/proftpd.conf
goooooooooooo

<IfModule mod_tls.c>
TLSEngine on
TLSLog /var/log/proftpd/tls.log
TLSProtocol SSLv23
TLSCipherSuite ALL:YADH:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP

# Are clients required to use FTP over TLS when talking to this server?
TLSRequired off

# Server"s certificate
TLSRSACertificateFile /usr/local/etc/server.crt
TLSRSACertificateKeyFile /usr/local/etc/server.key

# Authenticate clients that want to use FTP over TLS?
TLSVerifyClient off
</IfModule>
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